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GovStack is a multistakeholder initiative, focused on accelerating e-government transformation 
worldwide, and drawing on expertise from contributors across private sector, 

civil society, and governments.

The initiative was founded by the International Telecommunication Union (ITU), 
Estonia, Germany, and the Digital Impact Alliance at the United Nations Foundation in 2020.
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Who we are



Our Talk
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?

Additional use cases will result in new workflows, 

some of which are generic. Generic workflows 

result in new ICT components, some of which are 

generic ICT building blocks.

Authentication & ID 
Service

1 GovStack Building Blocks Approach 2 Identity Building Block

3 Demo of the Sandbox (incl. MOSIP) 4 Call for cooperation



1 GovStack
Building Blocks 

Approach



Together, Digital Public Goods and Building 
Blocks enable Digital Public Infrastructure (DPI)

6Source: https://digitalpublicgoods.net/blog/unpacking-concepts-definitions-digital-public-infrastructure-building-blocks-and-their-relation-to-digital-public-goods/

Specifications



The building block approach can be applied 
across many sectors to support high-impact use 
cases
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Aid…
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Service Prenatal Care Postnatal Care Teacher Pathway

Remote 
Education & 
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Additional use cases will result in new 

workflows, some of which are generic. 

Generic workflows result in new ICT 

components, some of which are generic 

ICT building blocks.

Authentication 
& ID Service

Source: SDG Digital Investment FW, 2019 



Available GovStack Building Blocks Specifications

8[refer to: Building Blocks section of Govstack.global]
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https://www.govstack.global/building-blocks/


From silo ICT investments to reusable software 
components to digitize governments services at scale 

9

Source: David Eves, UCL 2023
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From silo ICT investments to reusable software 
components to digitize governments services at scale 

10Source: David Eves, UCL 2023

Build
Infrastructures

Buy property

Pay taxes 

Find a job 

Authentication 

Payments 

Data registritries
Unique id 

Vehicle registry 
GIS data

Health record 
 

Exchange / IM

Digital gov 
services  

Reusable  
components/

Building 
blocks

(GovStack)  

Data 

Other shared 
services



ID
Pay

WF
MSG

Portal

Regist
ry mGov

Use or not whatever block 
Leverage country assets, adapt to context and objectives 

Existing 
siloed system DPG/DPI Private sector 

system NGOs Start-up

Pay

WF

Portal

Regis
try

Pay

WF

Portal

Regis
try

ID

WF

mGov

Portal

GovStack on 
the shelves UC

O
pe

nC
R

VS

O
pe

nS
PP

O
pe

nG
2P

G2PConnect

O
pe

nE
D

U

O
pe

nA
G

R
I



Identity Building 
Block2



IDBB Vision and Scope
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Identity Building Block scope

Foundational
IDMS

functional 
IDMS

Foundational 
ID Verification

functional ID
Verification

functional 
IDMS

functional ID
Verification

functional 
IDMS

functional ID
Verification

ID Mapping 
mechanism

Centralized ID

Federated ID

ID Verification 
Services, KYC

ID Credentials

ID 
Management
Services

Identity 
Building Block 
has to be 
technology and 
form of identity 
agnostic.

It should answer 
in a generic way 
to needs for 
authentication, 
credentials and 
identity 
management 
services.

OpenID Connect
protocol

W3C Verifiable 
Credentials

Physical ID document

Mobile ID Document

Trusted Digital ID 

Enrollment

Identity update

Notification of change

ID Mapping & Tokenization

Authentication

Attributes sharing

Decentralized ID

Digital ID document

Deliver authentication and management services on population identity



Identity BB purpose
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The Identity Building Block creates, manages, and uses a foundational digital identity to be 
used in GovStack. 

As a part of the overall identity system, it can be interfaced with other Building Blocks in 
order to realize the complete set of requirements necessary for delivering identification 
services and managing lifecycle of Foundational Identities

Real World Digital World

Real Person

Identity 
Building 

Block

Digital Identity Digital ServicesDigital Capabilities

TRUSTED LINK

Authenticate
Digital Sign
Share Data
Pay
Transact
…

ENABLE

Social Protection
Tax declaration
Driving Licence
University Registration
…

INTERACT



Identity Building Block 
brings a User centric perspective

15

As Identity building block is creating and managing the digital users of GovStack, it is the 
enabler for offering super-digital-powers at once to the end user after its on-boarding in the 
GovStack.

It also is in the ideal perspective to watch user experience by taking care of a smooth 
integration services offered by the different building blocks, overall 

GovStack 
Digital User
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Signing
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Managing 
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Certificates
Register and 
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Receive 
support

Access to 
right

Achieve legal 
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Sharing 
personal 

information



Modularity
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The Identity Building Block can be composed of a set of interoperable sub-components/modules 
dedicated to the management of the foundational identity offering different services for ensuring a 
trusted foundational identity for enabling related use cases.

Identity 
Services 
Gateway

REGISTRATION IDENTITY BUILDING BLOCK IDENTITY ISSUANCE

Biometrics 
Database*

Population 
Registry

Unicity New ID

Data

Give 
consent

Registration 
Server

Registration 
Clients

Orchestrator Identity 
Management
System

Credentials 
Issuance & 
Delivery 
Module

Update
Digital 
Wallet

Relying parties
Gov Bank Telco Private 

sector
eGov Pay Interact Transact

IDENTITY USAGE

Civil 
Registration
(CRVS) Birth/death events

ID 
Credential

ID Card

Mobile ID

*Optional



Identity Building Block scope

Foundational
IDMS

functional 
IDMS

Foundational ID 
Verification

functional ID
Verification

functional 
IDMS
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ID Verification 
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IDBB Wave 1 (2022)
Defining Vision and Scope

Identity 
Building Block 
has to be 
technology and 
form of identity 
agnostic.

It should answer 
in a generic way 
to needs for 
authentication, 
credentials and 
identity 
management 
services.
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OpenID Connect

W3C Verifiable 
Credentials

Physical ID document

Mobile ID Wallet Document

Cloud ID Wallet Document

Enrollment

Identity update

Notification of change

Standards TBD

ID Mapping & Tokenization

Authentication

Attributes sharing

Decentralized ID

Digital ID document

Deliver authentication and management services on population identity



IDBB Wave 2 (2023 H1)
Authentication and KYC APIs / Integration with Sectors

System

IDregistry

IDSector
registry

System

IDregistry

System

IDregistry

System

ID registry

ID Sector
registry

System

ID registry

System

ID registry

FOUNDATIONAL

SECTOR SECTOR

fID
registry

ID System

ID registry

System

IDregistry Systems of a same sector can use the 
same sectoral ID but it should not be 

shared across different sectors.

Domains may have their own users 
registry with their data and their 

own authentication means.

Domains should directly or 
indirectly link back to 

Foundational ID to ensure person 
unicity.

ID Mapping allows to map identifiers in between 
different domain levels for purpose of 

application data interoperability

Domains may use identity or 
data from upper domain level, 

by inheriting authentication.



Existing 
Trusted 
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IDBB Wave 3 
Facilitating and Accelerating on-boarding
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Wallet Building Block
Defining Purpose and Scope
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Wallet Building Block 
scope is Container 
and Content.

Wallet Building Block 
has to cover multiple 
forms of Containers 
and Contents

Wallet Building Block 
has to be inclusive.

On the long run, 
Wallet BB should 
address some sectors 
to be deliver more 
precise guidelines by 
onboarding sectors 
specific standards.

Storage and exchange of decentralized verifiable digital information

Digital 
Wallet

Verifiable
Credentials

Cloud
Phone

Multiple 
standards

Digital Vault

W
3C
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m
D
L

DT
C

Digital Wallet

Multiple forms 
of containers

W3C ICAOmDL

Verification

Issuance

Sharing

Indexation

Storage

Retrieval

Look-up Expiration
. Standards / open-standards
. Protocols / Channels
. Data Normalization
. Open-Sources
. Storage / Agents
. Issuer/Holder/Verifier
… 

Low-tech 
Wallets

Under process..



GovStack Sandbox3
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GovStack Offerings



Functional Scope 
of DPGs

Implementation Challenges
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ID ID GovStack Building 
Block Specifications

Challenges Solutions

Integration with other 
DPGs

GovStack Architecture and 
API SpecificationsAppID ?

Diverse ways of 
configurating and 

deploying

Common Configuration and 
Deployment Procedure

REGPAY ID



Implementation Journey
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Public Tender Customization

Informati
on 

Mediator

Payment

Consent

Identity

Adapter 
Concept

Deployment and Integration



Implementation Architecture
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Architecture Benefits: Add Use Cases and Exchange DPIs
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Live Demo
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Demo starting at

https://www.govstack.global/

https://www.govstack.global/


BB Integration Demo Video
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https://www.youtube.com/watch?v=w3TIj5Oz5sg



For Countries and Donors

Incorporate GovStack Specs in eGov projects and 
procurements (indepently or in collaboration with 
GovStack)

Call for Cooperation
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GovStack Initiative 

is the broker between 
demand and supply in 

eGovernment solutions

For Product Owners

Assess alignment with specifications and publish at 
testing.govstack.global



Thank You!
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